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Dynamic Log Session ldentification Using A
Novel Incremental Learning Approach

For Database Trace Logs

D.Kavitha, B.Kalpana

Abstract—: Identification of session is very significant task in database for determining helpful patterns from database trace logs files. In
recent years, several number of work have been done to dynamic log session identification among them n-gram models is recently
proposed, which produces higher log session identification results. But the major issue of the n-gram model is that it assumes the entire
database query to be static, so dynamic query type is not applicable. In this paper, a novel online incremental learning for dynamic log data
trace session identification schema based on the adaptation method to database trace logs is proposed. It is applied for dynamic log
session identification with automatic selection of threshold based on the standard deviation schema, so it is named as DS-OILSD. The
proposed novel DS-OILSD schema is varied from normal n-gram model since the proposed work consists of two major modifications. The
first one is to solve the parameters adjustment problem of the IL in online and offline manner incrementally. The second one is used to
dynamic management of query types and allocating initial probabilities to the n-grams models. The proposed DS-OILSD leaning method is
based on modified MAP estimation schema for dynamic changing adaptation of the query types and is instinctively reasonable. It directly
solves the problem of dynamic log session identification, in which three types of learning are performed such as labeled data, semi-labeled,
unlabeled data for various categories of training data. Finally experimental work is conducted to proposed and existing state of art schema
for dynamic log session identification and experimentation results are evaluated based on the parameters like, F-measure, and precision
for clinic database log files.

Index terms - Database trace logs, online incremental learning, Statistical language modeling, Session identification, standard deviation,
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n-gram model.

1 INTRODUCTION

Due to the growth and development of the internet, the
usage of web has increased without any proper man-

agement of infrastructure. In addition management of,
plenteous information on the web and heterogeneous envi-
ronment of the web has become a very tedious task, because of
several numbers of users. Most important and significant area
to mine user behavior is web usage mining [3]. The major ob-
jective of the web usage mining is to discover the navigation
patterns of the user from web log data. Even though identify-
ing the user interest from web log data is not an easy task and
tremendously confusing, since it consists of several number of
the navigation patterns, there remains a possible design for
discovering valuable information from the interactions among
a web site and its users.

In general, web log record [4] of user is stored based on the
user requested query from the web server. Log file consists of
several numbers of data for each user; it includes the IP ad-
dress of the system used by user, the web user starting and
completion time along with data, image or specific infor-
mation which are requested by web user, and so on. Based on
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the usage of the websites, a web logs record log file consists of
thousands, hundreds and millions of data for each user on
each day. So finding the navigation patterns from this infor-
mation becomes more difficult, so the log entries of each web
user are clustered into different sessions known as web log
session. To manage and store the information of the web log
user, database system [5] have been focused in recent years,
because of the uniqueness of its hardware and software mech-
anism. The database system is maintained based on the num-
ber of request made by the user on the specific period of the
time. So the examination of the workload on the database sys-
tem plays very imperative role. To quickly examine the data-
base, automatic discovery of the web log session identification
is performed to find consequential patterns and relationships
from voluminous data stored in the database of web server log
files.

Most of the recent work in database system is performed
based the searching behavior of database users [6-7]. To exam-
ine the web log session and discover patterns from database
log files become tedious tasks, since each user have maintain
multiple sessions for the duration of specific time. To conquer
this problem automatic session identification is performed
based on the timeout schema, where the session is differenti-
ated based on the time interval with predefined threshold val-
ue, but it becomes very difficult to set threshold for each ses-
sion identification process.
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The examination of Web log [9] may possess several chal-
lenges on information search and security. The discovered
navigation patterns might be useful to discover the searching
behavior based on the number of queries which is requested
by user. In recent work prediction has been done based on the
prefetching predicted queries, and cache replacement [9]
schema is proposed and automatic web log session identifica-
tion is done based on the n-gram model [10], which uses en-
tropy based threshold schema for test samples. The major is-
sue of the statistical n-gram model is that it is not applicable
for dynamic query type.

The objective of this paper is to solve the dynamic log ses-
sion identification method problems by proposing novel dy-
namic web log session identification with online incremental
learning method for database trace files and applied to web
usage mining. The proposed DS-OILSD (Dynamic Session-
Online Incremental Learning based on Standard Deviation) is
performed based on the statistical probabilistic method. The
proposed DS-OILSD might not depend on the time base ses-
sion identification, instead uses information which is searched
by the user for automatic dynamic web session identification
,n addition it measures the standard deviation threshold val-
ues to select the test information for session identification. To
determine accuracy and effectives of the proposed DS-OILSD
method and existing statistical information theoretical n-gram
analysis model, the experimentation work is conducted to
benchmark dataset with traceable database web log files. Ex-
perimentation work measure the efficiency based on the gen-
eral classification parameters.

The remainder of this paper is summarized in the following
manner. In first section 2, discusses and describes the infor-
mation of the web log session identification method for web
log data and then finally specify the issues of the present
methods. In Section 3, it introduces the proposed online in-
cremental learning for dynamic web log session identification
for web user. In Section 5, it introduces the experimentation
work; the evaluation is done for existing and proposed schema
which is applied for benchmark dataset. In Section 4, it exam-
ines and converse the investigational results. Finally, conclude
the entire study in Section 5 and issues of the work is also
studied in conclusion.

2 BACKGROUND KNOWLEDGE

Web log session identification schema is easily done based on
the preprocessing methods. In the preprocessing methods the
conventional session identification methods is fully investigat-
ed based on dynamic timeout [11]. In initial stage of web log
session identification, session timeout is computed for each
web log user based on the searched web page with their de-
gree value. Based on the computed session timeout, user ses-
sions are identified through dynamically adjusting the session
timeout. [12] Presents new graph tree based web log session
identification for user’s session through taking into considera-
tion of IP address, web browser, and timeouts between intra
and inter session, backward reference examination exclusive
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of searching the complete tree. In the proposed graph tree
based web log session identification schema entire user ses-
sion sequences is also created. Experimental work on web user
performance is measured between reference length and max-
imal reference schema. The new graph tree based web log ses-
sion identification achieves higher precision and less time
complexity for web session identification.

Examining the searching behavior from the web users and
extracting the valuable information based on the user interest
becomes important task for Web usage mining. In order to
perform this task the continuously monitoring the web user
search behaviors is represented in the form of graph .The
most visited websites is represented in the form of graph
along with user given keyword so it is named as site-keyword
graph [13]. The site-keyword graph identifies the user’s inter-
est for each keyword in their websites. The mining of the in-
formation beginning Web logs provides right to use data with
the intention of have to be controlling proficiently in order to
be capable to make use of them for examination. In order to
solve this problem the solution is done based on the database
management schema which sustain and handle the required
information. The detail description of the proposed database
schema is explained in [14] for different users along with rec-
orded web log information. Kapusta et.al [15], proposed a web
log session identification schema is done based on the time
threshold. To decide time threshold value, in the proposed
work, we make use of the Length variable which denotes the
total time which is spent by user on specific period of the time
on a particular site. The experimentation work of the proposed
time threshold is compared with existing rule based session
identification for web usage mining.

3 PROPOSED INCREMENTAL LEARNING APPROACH FOR
DyYNAMIC WEB LOG SESSION IDENTIFICATION

This work presents a novel dynamic web log session identifi-
cation schema based on the language model, and is different
from existing methods as it is for both static and dynamic que-
ries. The proposed DS identification schema is based on the
online incremental learning method and it is applied for real
time clinic application to the trace logs. The major objective of
the proposed DS-OILSD schema is to find and automate web
log session identification based on the borders of user sessions
for database trace log files. In addition, the proposed
DS-OILSD schema solves the parameter range problem by
proposing a standard deviation for automatic threshold.
Experimental results are evaluated based on the parameters
like, F-measure, standard deviation threshold value and preci-
sion for clinic database trace log files of various user sessions.

In proposed model the entire training data samples is cate-
gorized into three types. Learning is introduced for training
samples under labeled, training and unlabeled samples. Train-
ing data is labeled with the use of learning from labeled data
(LLD) method. The unlabeled data samples are learned with
the use of unlabeled data (LUD) method by considering both
intra and inter session timeout for web session identification.
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The semi-supervised learning is performed with the use of
learning from semi-labeled data (LSD) by calculation of prob-
abilities for labeled training data samples. These three types of
models are applied to real database trace log files. As dis-
cussed in the proposed DS-OILSD work, it majorly consists of
two steps, one for general incremental learning methods for
dynamic session identification, and then second step would be
the standard deviation based automatic threshold function for
web log session identification. The first step of the work uses
the general procedure of the incremental learning algorithm
for dynamic session identification based on the text corpus TC
for each user session with their wordsw.

3.1General Incremental Learning Model For Dynamaic
Session Identification Purpose Language Model

In this proposed DS-OILSD, the probability values for each
text corpus Tc with word is represented as Tc = wy,..wy,
which is determined as follows ,

P(Tc) = Pw)P(wslwy) | | Pwlwiey, wis) ()

i=2

The goal of this proposed DS-OILSD is to discover the simi-
lar user session identification and identify the dynamic session
for each text corpus Tc for input X

Tc = arg max P(X|Tc)P(Tc) )

In this paper proposed DS-OILSD framework uses the con-
cept of Katz smoothing [18] for web log session identification
which is defined as follows

Pacgs Wi WGz ¥io) 7" 7T
- C(Wl 2 Wi 1!W)
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©)
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where C(-) is denoted as the total number of the count for
specific event of web log session series , r is denotes as the
number of times the selected word is occurring the text corpus
, a(Wi_,,w;_;) and d, be the smoothing parameters for web
log session identification . It is dynamically changed if the
searching is increases than the training dataset samples for
web log session identification ,to solve this problem MAP es-
timation is done for dynamic changes of session which is writ-
ten as follows,

¢ ={AlweW,heH} (4)

where W denotes the set of all possible words from the text
corpus of user session trace log files and H is denoted as the
set of user database trace log files histories {h}, ¢ is defined as
the web log session identification observed results for X data,
which maximizes the posterior probability P(¢$|X), is described
as follows,

Pmap = arg m(;le(X|¢)P(¢) (5)
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where X is the training dataset samples which is collected
from database trace log files which is used for MAP adapta-
tion and P(¢)posterior probability for observed samples is
described as follows,

P(¢) = k 1—[ ﬂa“hw‘l 6)

WEW heH

where k is a constant value and a;,, — 1 is denoted as the hy-
per parameter for dynamic web log session identification from
n-gram model (hw) occurring word count for specific user
session event TCY,, in the training dataset samples as

w=Cr, +1(weW,h€ H) @)
Anw 1s determined as ,
1 — Chw (8)
hw ZWEW Chw

Known text corpus data for user session database trace log
files X, C{) is the occurring word count value for web log user
session history (hw) ,is described as follows ,

pexi) =k [ | [ 2 ©

WEW heH

From the above equations ,equation (5) is reformulated as,

(T), ~(A)

Puap = arg maxk 1_[ nlchwﬂhw (10)
WEW heH

Z Ay =1 (11)

Coas + Cr (12)

AMAP —
S G

During the web search engine, assumes it that the present user
modifies some words wy,...w,, in the user session sequence,
but the percentage value for session identification is also high-
ly changed, so in order to manage this problem the original
P(¢)posterior probability for observed samples is reformulat-
ed and modified based on the changed word counts, conse-
quently Equation (12) be supposed to be modified as,

Cg} + ax* C,Ea) (13)

P(wlh) =
Swew (Chl) +a Cray )

From the equation (13) the parameter a will be changed auto-
matically when the number of the session and queries given
by user is increased in dynamic manner .So the parameter a
will be determined based on the highest probability value for
dynamic session identification , which is determined using the
following equation (14),
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where a,,;, and @,,,, is denoted as the maximum and mini-
mum value for dynamic web log session identification which
is decided based on the automatic threshold function .In this
work the automatic threshold function is determined based on
the standard deviation ,which is calculated based on the high-
est posterior probability value determined from MAP estima-
tion function for both online and offline manner.

3.2 Automatic Selection of Threshold for Dynamic
Session Identification Based on the Standard
Deviation:

To know and find the importance value of the automatic

standard deviation threshold value, we perform the experi-

mentation work between the proposed model and it is com-
pared with existing methods and result is shown in Fig.3 and

Fig4. In the experimentation work the standard deviation

value of the present session and next session deviation is

measured based on the following function defined as,
SD(S;) —SD(S,) (15)

SD(So)

where S, is denotes as the series of request which is given by
user in specific time and S; is denotes as the series of request
which is given by user and followed from Sysession of test
samples. In equation (15), the automatic standard deviation
threshold value is determined as follows,

(16)

o \[Z(P(WIh) - PwiR)’

n

Where o is the standard deviation for each user session,
P(w|h)be the probability value for single user session P(w|h)
mean probability value for all user session for identification, n
be the number of session in the database trace log files.

4 PERFORMANCE EVALUATION FOR DATABASE TRACE
LoGs

In this section, we evaluate novel dynamic log session identifi-
cation schema through comparing the accuracy of the existing
schemas such as dynamic n gram analysis, timeout method.
The experimental work on proposed DS-OILSD with n gram
model, existing n-gram model and timeout threshold model is
conducted on clinical database trace log files. The database
trace log files of clinical database are collected through via
Microsoft SQL Profiler. It is capable of continuously monitor-
ing all queries which are given and submitted by client appli-
cation within a specific period of time. The database trace log
contains the information of client application with the size of
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Amin ifagood < Amin
a = agoodifamin < Xgood < Apmax
Tmax ifagood = Amax
400M bytes with 81,417 queries submitted by user regarding

(14)

total nine types of application .These queries submitted by
user regarding applications is specified as front-end sales, re-
port generation in daily, report generation per month, infor-
mation backup, and system management. In initial stage pre-
processing is done to reduce the reputation of the queries for
same users. By this step we attain 7,244 SQL queries for front-
end application. The preprocessed dataset is categorized into
the major dataset and select those dataset for testing purpose
which is named as D_1,D_2,D_3 &D_4 D4. The detail descrip-
tion of this data set is specified in Table 1.

TaBLE 1
TESTING DATA SETS
Name Number of Number of ses- Average session
queries sions length
D, 677 65 10.4
D, 441 56 7.9
D, 816 118 6.9
D, 1181 153 1.7

In both proposed queries submitted by user regarding model
the entire training data samples is categorized into three types
namely training, labeled training and unlabeled samples.

In order to measure the performance accuracy of the dynamic
web session identification methods, we use a first most
performance metric as F-measure. The mean average value of
precision and recall results for web session identification of
test sequence is named as the F-Measure. The precision is
defined as the dynamic session identification based on the
percentage of the truly identified web session correctly to the
entirety number of estimated web session. The recall is
defined as the percentage of truly identified web session
correctly, so the F-measure is defined as follows

2 X precision X recall
F —measure =

precision + recall

The unlabeled data samples are learned with the use of unla-
beled data (LUD) method .So the performance of the LUD
with OILSD and LUD with n-gram model method, is evaluat-
ed between three test dataset samples, the trained dataset
samples is also used for test data for another samples, the re-
sults of F-measure for various test dataset samples are shown
in table 2.

TABLE 2
THE PERFORMANCE OF THE LUD wiITH OILSD AND LUD WITH N-GRAM MODEL METHOD
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Test Number of sessions F-Measure F-Measure F-Measure

es
data True Estimated | Correct | Ut OILSDn- Auto en- " | Average Best
SD gram tropy gram timeout

D, 58 60 52 0.895 0.91 0.84 0.78 0.78 0.71

D, 120 108 98 0.914 0.92 0.845 0.80 0.80 0.62

D, 158 145 112 0.82 0.83 0.69 0.65 0.64 0.69

Table 2 show the F-measure results of various test dataset
samples in terms of the Number of sessions which is catego-
rized into three ways such as truly, estimated and corrected.
The F-measure values of LUD with OILSD and LUD with n-
gram model method is shown in Table 2. Note that the LUD
with OILSD achieves higher F-measure value for various da-
tasets.

Training data is labeled with use of learning from labeled data
(LLD) method .So the performance of the LLD with OILSD
and LLD with n-gram model method, is evaluated between
four test dataset samples, the trained dataset samples is also
used for test data for another samples, the results of F-measure
for various test dataset samples are shown in Table 3.

TABLE3
THE PERFORMANCE OF THE LLD wiTH OILSD AND LLD WITH N-GRAM MODEL METHOD
Test Number of sessions F-Measure F-Measure F-Measure
data True Estimated Correct Auto OILSD n- Auto en- n-gram | Average Best
SD gram tropy timeout
D, 69 68 62 0.93 0.94 0.89 0.80 0.80 0.70
D, 59 66 58 0.92 0.923 0.88 0.88 0.81 0.71
D, 121 108 98 0.934 0.94 0.84 0.85 0.78 0.62
D, 162 169 138 0.842 0.846 0.78 0.81 0.73 0.69

Table 3 shows the F-measure results of various test dataset
samples in terms of number of sessions which is categorized
into three ways such as truly, estimated and corrected. The F-
measure values of LLD with OILSD and LLD with n-gram
model method is shown in Table 3. Note that the LLD of
OILSD-n gram model achieves higher F-measure value for
various datasets which is higher than the Best timeout and
automatic entropy method.

The semi-supervised learning is performed with the use of
learning from semi-labeled data (LSD) by calculation of prob-
abilities for labeled training data samples all of test samples. In
this method the dataset one is used as the tune data and the
remaining dataset samples is used as test dataset samples to
calculate probabilities value and shown in Table 4.

TABLE 4

THE PERFORMANCE OF THE LSD wITH OILSD AND LSD WITH N-GRAM MODEL METHOD

Test Number of sessions F-Measure F-Measure F-Measure
data True Estimated Correct Auto | OILSD n- | Auto en- | n-gram | Average Best
SD gram tropy timeout
D, 58 55 52 0.91 0.92 0.88 0.80 0.80 0.71
D, 122 124 112 0.92 0.938 0.88 0.80 0.80 0.62
D, 155 152 121 0.83 0.821 0.78 0.70 0.70 0.69

Fig. 2, shows the precision results of various LUD, LLD and
LSD methods with n gram model for entropy and standard
deviation, here both standard deviation and entropy function
is used for dynamic automatic web session identification of
database trace log files .Fig.2 also measure the precision re-
sults for timeout threshold with four different datasets.

Fig. 1, shows the F-measure performance accuracy results of
various LUD, LLD and LSD methods in with n gram model
for entropy and standard deviation is given. Here both stand-
ard deviation and entropy function is used for dynamic auto-

matic web session identification of database trace log files.
Fig.1 also measures the F-measure results for timeout thresh-
old with four different datasets.

From Fig.1 observed and experimented that the dynamic web
log session identification for standard deviation with three n -
gram models of incremental learning produces best results
since the proposed OILSD n-gram methods dynamic and stat-
ic queries are supported simultaneously, when compare to
LSD-SD,LLD-SD produces higher F-measure results for unla-
beled samples for all dataset ,LUD-SD performs slight worst
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results when compare to LSD-SD and LLD-SD.
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From Fig.2 observed and experimented that the dynamic web
log session identification for standard deviation with three
n -gram models of incremental learning produces best
precision results, since the proposed OILSD n-gram methods
dynamic and static queries are supported simultaneously,
when compared to LSD-SD, LLD-SD produces higher preci-
sion results for unlabeled samples for all dataset, LUD-SD
performs slight worst results when compare to LSD-SD and
LLD-SD.

Fig. 3, shows the F-measure performance accuracy of the
standard deviation with n gram model and it is largely de-
pend on the threshold function for automatic web session
identification of database trace log files.

For example if there are m session with n different queries
which is submitted by each user the standard deviation
method is more applicable ,then final standard deviation of
each value is determined based on the sort the standard devia-
tion in either ascending or descending order. It shows that the
threshold is increases for n session then F measure results are
slightly decreases.

Fig. 4 shows the precision results of the standard deviation
with n gram model and it is largely depend on the threshold
function for automatic web session identification of database
trace log files.

1180

— 2 -gram 3-gram 4-gram 5-gram
1

0.8

o oo
U o N

F-measure (%)

© oo
N ow s

o
s

o

10 20 40 60
Thershold

Fig.3 F-measure accuracy for various standard deviation threshold values

2 -gram
4-gram

3-gram
5-gram

0.9
0.8 —/X
0.7
0.6
0.5
0.4
0.3

Precision (%)

0.1

10 20 40 60
Thershold
Fig.4 Precision accuracy for various standard deviation threshold values

For example if there are m session with n different queries
which is submitted by each user the standard deviation meth-
od is more applicable ,then final standard deviation of each
value is determined based on the sort the standard deviation
in either ascending or descending order. It shows that the
threshold is increases for n session then precision result is
slightly decreases.

5 CONCLUSIONS AND FUTURE WORK

In this paper we presents a novel dynamic log session identifi-
cation schema, which is proposed for log data traces files form
clinic database. The proposed work presents a novel dynamic
log session identification schema based on the online
incremental learning algorithm to trace the log files of data-
base system. In the proposed incremental learning schema is
different from existing log session identification schema since
the proposed DS-OILSD basically assumes that all the data-
bases query patterns becomes dynamic, motivation be further
desirable if the dynamic query patterns is changed
continuously for web log database trace files. In the proposed
DS-OILSD model, the dynamic web session identification is
automatically selected based on the standard deviation
threshold value and automatic tuning of the web log session
for OILSD schema; it is applied for log data traces files from
clinic database. In the proposed DS-OILSD schema, MAP es-
timation is done for dynamic changing adaptation of query
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types based on the dynamic weight changes in the language
model. The MAP estimation schema adjusts the parameters
DS-OILSD schema capably, and keeps away from sharp
changing to formulate the form constant. The exposed pat-
terns are able to be second-hand to forecast incoming queries
relying on the queries previously presented, which is able to
use to enhance the database performance through effective
query method and cache substitution. The method is estab-
lished to be considerably better than the existing n
gram model designed for dynamic log session identification.
The experimentation work is measured based on the perfor-
mance measures namely, F-measure and precision to evalu-
ate the performance of dynamic log session identification. The
extension of the present work will be to analyze the accuracy
of the proposed incremental learning and automatic standard
deviation threshold log session identification method to
other types of log data based benchmark dataset and DNA
sequence  analysis, and examining the efficiency of the pro-
posed novel incremental learning approach for those datasets
using the classification parameters. An automatic threshold of
the standard deviation threshold setting for log session
identification is extended based on the evolutionary algorithm
to select the threshold value.
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